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About this Guide

This guide supplements the Macara OSN System Administrator’s Guide and provides
the following information:

m A brief overview of the Macara Optimization Service Node (OSN) and the Macara
Client server components.

m Proceduresto install, setup, use, and troubleshoot the Macara Client software.

Audience

The intended audience is the installation and administrative teamswho install,
configure, and maintain the Macara OSN at the Mobile Network Operator’'s (MNO)

site.

Font Conventions

Font Meaning Example
Monospaced Names of commands, files, Editthe .1ogin file.
AaBbCcl123 directories, and on-screen computer

output.

Monospaced bold
AaBbCcl23

Monospaced italics
AaBbCcl23

italics

What you type, contrasted with machine_name% su
on-screen computer output.

Command-line placeholder that you To delete the file, type:
replace with areal nameor value. # rm £filename.

Book titles, new words or terms, or See Chapter 6 in User's Guide.
words you want to emphasize.
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Command Syntax

Command, configuration, and programming syntax follow the conventions illustrated
and described in the following examples.

The bmgetsveid command-line utility:

Syntax # bmgetsveid -i svcid|-s svcname

bmgetsveid Screen font bold indicates acommand or option that must be
typed exactly as shown.

sveid Screen font italic represents a variable that must be replaced as
appropriate. For example, choosing the -1 svcid option, the
system administrator would type
# bmgetsvecid -i 8

-i svecid|-s svcname Delimiter bar separates options, one of which must be chosen.
Thebmgetsvid command has two options; the system
administrator must choose one of them.

The pass rule from the Redirector module:
syntax pass [!]destgroup [all|none] {...}
[!], [all|none] Bracketsindicate one or more optiona parameters.

{...} Curly bracesindicate alist of options or expressions. The system
administrator may choose more than one.

Ellipsesindicate that multiple expressions may be repeated on the same
line.
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Organization of this Guide
This guide is organized as follows:

Chapter 1

Chapter 2

Chapter 3

Chapter 4

Appendix A

Appendix B

Appendix C

Overview
Provides a brief overview of the Client-server software.

Configuring the Client Manager

Provides background information and procedures to configure the server-resident
component of the Macara Client software.

Preparing the Macara Client Software

Describes how to modify the BMInstallation.ini fileinstallation and
package the Macara Client software for distribution.

Installing and Running the Macara Client Software

Provides background information and procedures to configure the Macara Client
software.

Client-Server FTP Configuration

Explains FTP settings and parameters and provides procedures to configure FTP
settings.

Filesand Parameters

Describes parameters that appear in the cmgr . conf and BMInstallation. ini
files. Parametersin the cmgr . conf file are used to start the Client Manager and
enable optimization between the Macara OSN on the server and the Macara Client
software on the subscriber’sdevice. TheBMInstallation. ini file parametersare
used to prepare the Macara Client software for subscriber distribution.

Glossary

Lists and defines terms and acronyms used in the Bytemobile, Inc., user
documentation.

About this Guide VvV



Related Documents

Bytemobile Documentation Description and Source

Macara OSN Release Notes for Client 1.3 Describes new features, issues resolved, and
issuesidentified. Macara Client R1.3 CD.

Macara OSN Release Notes 1.2.1 Describes new features, issues resolved, and

issues identified. Macara OSN CD.

Macara OSN Client for Windows Release Notes Describes new features, issues resolved, and
121 issuesidentified. Macara OSN CD.

Macara OSN System Administrator’s Guide 1.2.1 Describes features and procedures to install,
configure, and run the Macara OSN.

Macara OSN Network Management Subsystem  Details on using the Macara SNM P agent,
Administrator’s Guide 1.2.1 available on the Macara Documentation CD.

Macara Client SDK Windows Developer’s Guide The software developer’s kit (SDK) includes
and Macara Client SDK Pocket PC Developer’s  the following components: Overview,

Guide1.2.1 Developer’s Guide, and Client Deployment
Guide.
Bytemobile Online Documentation Description and Source

Macara OSN Client Software for Windows Help  The MacaraOSN Client software for Windows
provides Help on how to use the application.
Help is accessible from the application.

Third-Party Documentation Description and Source
Solaris 8 System Administration Guide, Comprehensive instructions on administration
\Volume 3 procedures for the Solaris platform.

http://docs.sun.com

Obtaining Technical Support

Bytemobile provides technical support for the Macara product line at
support@bytemaobile.com.
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Overview

Information provided in this chapter:

m Description and Benefits, Page 1.

m Components and Interactions, Page 2.

Descriptions and Benefits

The Macara OSN is a network proxy server that provides data optimization, network
control, and management services. It compresses data transmission between your PC
and the network.

Corporate
Server

/

Mobil ' ‘ Internet e
aple nierne
‘ P ——

Operatar
Client Macara \

Other
Web
Sites

Figure 1. Macara client-server connections and interactions

The entire operation of the Macara OSN is transparent to the user and requires no
special equipment or additional configurations. The Macara OSN includes the network
resident Server component and the optional Client software that isinstalled on the
subscriber's Windows platform to further enhance optimization of web access and
email traffic.

In clientless mode, the Macara OSN performs application- and content-specific
optimization over the HTTP, POPR, and IMAP protocols. Acceleration, QoS and other
services are available to other protocols—but optimization services are not. In a client-
server configuration, the Macara Client works in concert with the Macara OSN to
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provide lossless optimization for data transmitted over the MAPI, SMTP, NNTPR, FTP,
and all other TCP-based protocols.

Also, in clientless mode, the benefits of caching and optimization flow only one way—
from the Macara OSN to the client. The Macara Client software opens a dual -
optimization channel, with optimization occurring in both directions.

Components and Interactions

Setting up a client-server configuration involves the following:
m Ingtalling and setting up the Macara Client software on client devices.

m Configuring the Web proxy, POP proxy, IMAP proxy, Generic proxy, and the Client
Manager services on the Macara OSN.

The Macara Client Software

The Macara Client optimizes any TCP/IP packets between itself and the Macara OSN.
It performs this optimization in a manner that is transparent to both applications and
content servers. The Client-Server option provides optimization features and benefits
beyond those provided by the clientlessimplementation and operates with virtually any
dialer software that your subscribers are using. This includes the Windows dialup
networking, third party aircard dialers, or other third party dialer software.

The Macara Client software is available in a stand-alone version and as a software
developer’stoolkit (SDK). The stand-alone version is ready for subscriber distribution
and does not require integration with any other software. The SDK comes as a set of
application programming interface (API) functions designed to enable integrating the
Macara Client Software with your own dialer application.

Note This guide only addresses the stand-al one configuration issues and procedures.
For information on using the SDK version, refer to the Macara Client SDK Windows
Developer’s Guide and Macara Client SDK Pocket PC Developer’'s Guide 1.2.1.

The Client Manager

The Client Manager serves as an intermediary between the Macara Client software on
subscriber devices and proxy services on the Macara OSN. The Client Manager
performs three main functions:

m Verifying the Macara Client software resides on the client. The Client Manager
maintains contact with client devices by means of beacon messages. Among other
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tasks, it keeps track of the clients that have the software installed and those that do
not.

m Communicating the client stateto proxy services. Because the Client software
enables optimization, it is necessary for the proxy services to conclude if the
softwareisinstalled on adevice in order to determine how to respond to a particular
reguest. The primary function of the Client Manager isto provide this client state
information to the services.

The Proxy Services

The Macara OSN proxy services provide client-style optimization when the client
deviceis running the Macara Client software, and clientless optimization when it does
not. They depend on the Client Manager to determine those client devices (identified
by their |P address and interface D) that have activated their Macara Client.

How it Works

1 MacaraClient isactivated.
The Macara Client is activated in the following ways.

o Inthe SDK form, it isintegrated into the diaer software. Thus, after the dialer
completes the connection to the wireless network, it activatesthe Macara Client at
that time.

a Inthe stand alone form, you can configure the Macara Client to activate
automatically or manually, by the user. In automatic mode, it monitors all network
connections and activates optimization when the connection is established. In the
manua mode, the user activates optimization by clicking the Sart button.

2 MacaraClient registerswith Macara OSN.

Once activated, the Macara Client attempts to contact the Macara OSN. Specifically,
it sends a registration message (referred to as a beacon) to the Client Manager
running on the Macara OSN. The Client Manager is configured to capture a
specified | P address and TCP port, and the Macara Client is configured to send its
beacon messages to this same IP address and port.

OVERVIEW Components and Interactions 3
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3 MacaraClient and Macara OSN exchange heartbeat messages.

Once the beacon connection is established, the Macara Client sends periodic beacon
messages (heartbeats) to the Macara OSN at an interval configured on the Macara
Client known as the “beacon interval.” These heartbeats allow the Macara Client to
maintain contact with the Macara OSN and detect failures on the Macara OSN. As
long as the Macara OSN responds to the heartbeat messages, the Macara Client
continues to optimize traffic. If the Macara OSN fails to respond to the beacon
heartbeat (or the beacon connection is reset), the Macara Client closes the beacon
connection, and tries to establish a fresh connection. If this attempt fails, the Macara
Client makes two more attempts to connect before turning off optimization. In
addition, the Macara OSN knows that aslong as it receives heartbeat messages, the
given deviceisrunning an active Macara Client. If the Macara OSN does not receive
a heartbeat message during the specified interval (configured on the Client Manager
as the beacon interval) it knows that the device is no longer running an active
Macara Client.

Theproxy services query the Client Manager.

Before processing requests, the proxy services on the Macara OSN query the Client
Manager to determine if the Macara Client software is active on the client device
making the regquest. Two results are possible:

o If the Macara Client software is present, client-server optimization isused by all
proxies.

o If the Macara Client software is not present, clientless optimization is performed.

The Macara OSN uses this information to perform the appropriate optimization for
devices that are running the Macara Client and devices that are not running the
Macara Client.
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Configuring the Client
Manager

Information provided in this chapter:

m Assumptions, Page 5.
m Configuration Tasks, Page 6.

o Task 1: Configuring the Heartbeat Interval, Page 7.

o Task 2: Configuring the Beacon and Proxy Services, Page 7.

o Task 3: Verifying Client Connectionin CMGR Log File, Page 9.
m Troubleshooting the Client Manager, Page 14.

Assumptions

Material presented in this chapter assume that you have already:
m Installed the Macara OSN software and are running it in a clientless configuration.

m Received the Client software that you must configure and package for subscriber
distribution.
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Configuration Tasks

6

Use the Macara OSN Command Line Interface (CLI) to configure the Client Manager.
See Macara OSN System Administrator’s Guide 1.2.1. The server-resident Client
Manager coordinates with the Macara Client software to enable optimization of all
TCP-based Internet traffic.

Task 1: Configuring the Heartbeat Interval
For procedures see, “ Task 1: Configuring the Heartbeat Interval” on page 7.

Task 2: Configuring the Beacon and Proxy Services
For procedures see, “ Task 2: Configuring the Beacon and Proxy Services’ on page 7.

Task 3: Verifying Client Connection in CMGR Log File

You must first install the Macara Client software on a PC and then verify the
connection in the CMGR log file.

m Toinstall the Macara Client, see “Installing Software and Starting Optimization” on
page 21.

m To verify that the connection is established, see “ Task 3: Verifying Client
Connection in CMGR Log File” on page 9.
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Task 1: Configuring the Heartbeat Interval

The Heartbeat interval is a Client-Server option. It specifies the frequency of the
beacon messaging. The default settings will work for most installations. It is
recommended that you contact Bytemobile (see “ Obtaining Technical Support” on
page vi) before making any changes or to make sure these settings are appropriate for
your environment.

Task 2: Configuring the Beacon and Proxy Services

As described earlier, the Macara Client must coordinate with the Macara OSN for
client-server optimization to work properly. Specifically, it sends aregistration
message (referred to as a beacon) to the Client Manager running on the Macara OSN.
In this step, you configure the Client Manger to capture these messages on the specified
beacon I P address and beacon port.

Important Do not select a non-existent client beacon IP addressin the LAN that is
attached to Macara's server-side interface. You must choose either an existing
machine's | P on the Macara server-side interface LAN, or an |P address that is more
than one hop away from Macara's server-side interface (would normally be routed
through the router associated with that interface).

The following procedure configures the Client Manager to capture the beacon IP
address of 1.2.3.4 and a beacon port of 4201. You must choose the actual 1P address so
that the beacon message passes through the Macara OSN. In some environments, the
default 1P address achieves this function. Other configurations may require the use of a
different address.

Note The following procedure may only be used if the default beacon port of 4201 is
used. If you must use a different port, you must configure the capture rules manually
with the bmrule command. For information on the bmrule command, refer to Macara
OSN System Administrator’s Guide 1.2.1.

To configure the Macara OSN with these beacon values:
1 Usethebmconfig command as follows:

# /opt/bmi/bin/bmconfig -o client,beaconip=1.2.3.4
Important Blanks are not allowed between acomma (“,” ).

CHAPTER 2 Configuring the Client Manager 7



You are prompted to start or restart the proxy services. Thisisrequired for the
changesto take affect.

Restart web 1 (y/n)? y
Restart imap (y/n)? y
Restart pop (y/n)? y
Restart generic (y/n)? y

client manager started.
2 Typey (asshown above) to restart the required services. At the conclusion, the
message that the Client Manager is started also appears.

3 Verify that the a capture rule for the beacon IP and TCP port exists by typing the
following command. Note that rule 9 is capturing the beacon I P and port and
forwarding them to the CMGR service.

Note In the output listing bel ow, thereisasecond CMGR rule (rule number ten). The
second ruleis used for health checks and can be safely ignored.

# /opt/bmi/bin/bmrule -1

RECID ID SRC IP/ (M) DEST IP/ (M) DP/ (M) SP/ (M) DEV/ (M) SERVICE REG

1 1 0.0.0.0 0.0.0.0 0 0 0 generic yes
(0.0.0.0 ) (0.0.0.0 ) ( 0.0) ( 0.0) ( 0.0)

2 2 0.0.0.0 0.0.0.0 445 0 0 yes
(0.0.0.0 ) (0.0.0.0 ) (255.255) ( 0.0) ( 0.0)

3 3 0.0.0.0 0.0.0.0 0 445 0 yes
(0.0.0.0 ) (0.0.0.0 ) ( 0.0) (255.255) ( 0.0)

4 4 0.0.0.0 0.0.0.0 139 0 0 yes
(0.0.0.0 ) (0.0.0.0 ) (255.255) ( 0.0) ( 0.0)

5 5 0.0.0.0 0.0.0.0 0 139 0 yes
(0.0.0.0 ) (0.0.0.0 ) 0.0) (255.255) ( 0.0)

6 6 0.0.0.0 0.0.0.0 143 0 0 imap yes
(0.0.0.0 ) (0.0.0.0 ) (255.255) ( 0.0) ( 0.0)

7 7 0.0.0.0 0.0.0.0 110 0 0 pop yes
(0.0.0.0 ) (0.0.0.0 ) (255.255) ( 0.0) ( 0.0)

8 8 0.0.0.0 0.0.0.0 80 0 0 web 1 yes
(0.0.0.0 ) (0.0.0.0 ) (255.255) ( 0.0) ( 0.0)

9 9 0.0.0.0 1.2.3.4 4201 0 0 cmgr yes
(0.0.0.0 ) (255.255.255.255) (255.255) ( 0.0) ( 0.0)

10 10 0.0.0.0 127.1.0.2 4201 0 0 cmgr yes
(0.0.0.0 ) (255.255.255.255) (255.255) ( 0.0) ( 0.0)

Important In the Client-Server configuration, if you want to stop a proxy service, you
must removeits classifier rule. Thiswill direct traffic that would normally have been
captured by that service to the generic proxy. This enables the Macara OSN to operate
properly. When the generic proxy serviceis stopped, you must also stop CMGR to
effectively prevent optimization in new connections.
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Task 3: Verifying Client Connection in CMGR Log File

After configuring the Client Manager and installing the Macara Client (see “Installing
and Running the Macara Client Software”) you must check to seeif the client can
connect to the server. You can make this verification by checking the information in the
Client Manager’s Log file (cmgr_info.log) as shown below.

To verify the client connection from the CMGR log file parameters or
modify default settings:

1 Type the following command to verify connection from log entriesin the
cmgr_info.logfile.

# more /opt/bmi/var/log/cmgr/cmgr info.log
2 Verify thefollowing entries are listed in the log file:
“Service request state for client <IP Address> <Interface ID>"

“New client beacon connection from client <IP Address> <Interface ID>"

Client-Server Options

Client-server options govern communication between the Macara Client software
installed on subscriber devices and the Client Manager on the Macara OSN. The
Client-Server Configuration window contains these configuration parameters.

To configure client-server options:

Inthe /opt/bmi/etc/cmgr/cmgr . conf file, set the following parameters:

forward_beacon_port

This parameter specifies the port on which the Client Manager listens for newly captured
connections.

Note: Although its default value is the same, this parameter is not the same as the beacon |P
configured abovein “Task 2: Configuring the Beacon and Proxy Services’ on page 7.

Default 4201

Important Make sure the listen port is consistent with the Remote Beacon Port field set in the
Admin Tool of the Macara Client software on the client.

Syntax forward beacon port: portnumber (portnumberisavalid port number)

beacon_interval

This parameter specifiesthe timein seconds between heartbeat broadcasts between the client and
the Macara OSN.

Default 1800

Important The heartbeat interval must be greater than the beacon interval set in “Task 2:
Configuring the Beacon and Proxy Services’ on page 7.

Syntax beacon_interval: n (nisapositiveinteger)

CHAPTER 2 Configuring the Client Manager 9
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vlian
This parameter enables or disables tunneling (VLAN) support.

Default 0
Syntax vlan: 0|1 (settol1toenable)

TO_long

This parameter specifies the frequency in seconds, that the Client Manager checks for expired
clients. These are clients that have not sent an updated beacon message because their connection
was lost or they were abruptly shutdown without closing the beacon connection.

Default 100
Syntax TO long: n (nisapositiveinteger)

max_rtt

This parameter specifies the duration in seconds that a service waits for aresponse to a request
for the client state validation before responding with a*“no client software present” message for a
particular client.

Default 2
Syntax max_rtt: n (nisapositiveinteger)

TO_short

This parameter specifies how often in seconds the Client Manager’s service interface checks for
a state update when one or more of the client states was in an intermediate value (for example,
pending: after the beacon connection was accepted, but before the beacon was read and verified).

Default 3

Syntax TO short: n (nisapositiveinteger)

The Log Files

There are two log files associated with the Client Manager, cmgr _info.log and
cmgr _error.log. The pathto both filesis /opt /bmi/var/log/cmgr. You can edit
these parameters to change these file paths.

info_log

This parameter specifies the file path of the Client Manager’s informational log.

Default /opt/bmi/var/log/cmgr/cmgr info.log

Syntax info log: filepath (filepathisthepathtotheManager info.log file)

error_log
This parameter specifies the file path of the Client Manager’s error log.

Default /opt/bmi/var/log/cmgr/cmgr error.log

Syntax error log: filepath (filepathisthepathtotheManager error.log
file)

The Macara OSN Configuration Guide for Client 1.3 e Release 1.2.1 RevC



Advanced Configuration Parameters

This section lists configuration parameters that are not available from the Command
Line Utility. Some parameters are included here because they are seldom used. Others
are removed from general view due to the potential for harm if set in error.

Note It is recommended system administrators familiar with the TCP protocol and
proxy operations modify the default values in these parameters.
register_service

This parameter enables or disables the automatic registration of the Client Manager into the
Service Control Framework.

Syntax register service: 0|1
where 1 enables and 0 disables automatic registration.
Default 1

service_name

This parameter specifies the unique name of the Client Manager.

Syntax service name: name

where name is expressed in a phanumeric characters, plus the underscore.

Default cmgr

service_addr_path

This parameter specifies the path on which the Client Manager listens to service requests.
Syntax service_addr path: filepath

where £ilepath isthefull path to the address.

Default /tmp/service.req_str

Important This value must be consistent with the value specified in 1ibcmgr . conf (the
configuration file for the APl library used by the services to interface with CMGR).

pid_file

This parameter specifies the path to the file in which process IDs are stored.
Syntax pid file: filepath

where £ilepath isthefull path to the pidfile.

Default /opt/bmi/var/run/cmgr pid
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TO_broadcast

This parameter specifies the time in seconds between heartbeat broadcasts.
Syntax TO broadcast: n

where n isthe send-interval expressed as a whole number in seconds.
Default 10

Note Themacara_ dist parameter must be set to 1 in order for this parameter to take effect.

trans_capt

This parameter enables the Client Manager to operate in either transparent or explicit mode.
Syntax trans capt: 0|1

where 0 indicates explicit mode and 1 indicates transparent mode.

Default 1

wireless_network

This parameter, along with wireless_ mask, definesthe range of IP address that wireless
clients may occupy.

Syntax wireless network: ipaddress
where ipaddress is expressed in the 0.0.0.0 format.

Default none

wireless_mask

This parameter, long with wireless network, definesthe range of 1P addressthat wireless
clients may occupy.

Syntax wireless mask: ipnetmask
where ipnetmask is expressed in the 0.0.0.0 format.

Default none
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The libcmgr.conf File

The 1ibemgr . conf file specifies the settings for the CMGR API that the proxy
services use to link to the CMGR. The path to thisfileis
/opt/bmi/etc/cmgr/libemgr. conf

Syntax parameter: option

File Structure

The 1ibemgr. conf file consists of parameter/option pairs. Configuration parameters
are separated from options by a space. Each pair must be on a separate line. The #
symbol indicates a comment. The CMGR ignores comments as well as blank lines.

service address path Specifiesthe address on which the CMGR listens for service

TO

max retries

requests.
service address path: /tmp/service.req str

Important This parameter also exists in cmgr.conf file. Both
parameters must specify the same path.

Specifies how long in seconds to wait for aresponse to a
request from the CMGR before timing out.

TO: 5

Specifies the maximum number of timesto request information
about a particular client fromaCMGR.

max_retries: 2
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Troubleshooting the Client Manager

The server-resident Client Manager symptom that requires resolution is when
optimization does not occur. To troubleshoot Client Manager problems, try the
following methods.

Action Method

1 Verify that the Client Manager is Use the ps command as follows:
running. # ps -ef | grep cmgr
If no output appears, the Client Manager is hot running.

2 Confirmthelicensing informa- View thelog file /var/adm/messages and search for the string
tion. FLEX1m.

A message containing this string (and the related messages immedi-
ately before and after it) indicates a problem with the license man-
agement software or the license key.

3 Verify that classification rules to Use this command:
capture packets and redirect # bmrulelist
them to the Client Manager are

registered, If none are registered, use bmr ule to define the appropriate rules.

4 Verify that the MacaraClient  Verify that the beacon interval and beacon port settings are the same
configuration is consistent with  on both the client and the Client Manager.
the Client Manager configura
tion.

5 Verify CMGR isreceiving bea- View cmgr_info.logfile.

cons.
6  Verify client coordination and  Use this command to view configuration:
VLAN are activated # bmconfig -1
7 Stop and then restart the Client  Restart the module by typing the following command:
Manager. # /opt/bmi/bin/bmproc --start | restart | stop
cmgr
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Preparing the Macara
Client Software

Information provided in this chapter:

m Assumptions, Page 15.
m The Macara Client Software, Page 15.
m Preparing the Macara Client Distribution Package, Page 16.

Assumptions

Material in this chapter assume that you have already configured the server-resident
Client Manager and restarted all modified proxy services. Thisis necessary to properly
test the Macara Client after it has been configured.

The Macara Client Software

The Macara Client workswith the Macara OSN to optimize Internet traffic. Thisresults
in speeding up web access, sending and receiving email, and other types of Internet
traffic.
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Preparing the Macara Client Distribution Package

Task 1: Unpack the Macara Client Files
For procedures see “ Task 1: Unpack the Macara Client Files’ on page 17.

Task 2: Configure the Default Parameters for the Macara Client
For procedures see “ Task 2: Configure the Default Parameters for the Macara Client”

on page 18.

Task 3: Package the Macara Client Software For Distribution
For procedures see “ Task 3: Replace Macara Client Logo in logo.bmp” on page 18.

Task 4: Install and Test the Macara Client Software
For procedures see “ Task 4: Install and Test the Macara Software” on page 20.
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Task 1: Unpack the Macara Client Files

The Macara Client software for Windows, consists of the following files, typically
distributed asa Zipfile.

Mame # | Sizel Tvpe |
| Filz Falder

The Windows folder ——{windows File Falder
|J File Edit Wiew Favorites Tooks Help | ﬁ' |

hame | size | Type ~ |

Elsetup.exe 55 KB Application

[t layoLit  bin 1KE BIN Fils

[*4 lngo.bmp 7O0KEB Bitmap Image

.:'J, setup.bmp 2096 KB Bitmap Image

% BMInstallation. ini 2KB Configuration Settings

}Setup.ini 1 kB Configuration Settings

= ikermelex_ 337 KB EX_Fie

=] datai.hakr 37 KB HDR File - Contents of the Windows folder
Qlugo.icu 3KE Icon

(=] setuap. i 147 KB INX File

= instal.iss 1KB IS5 File

=] uminstalliss 1KE IS5 File

& readme. txt 1KE Text Document

'——l.__Jdatal.cab 545 KB WinZip File

JdataZ.cah 731 KB WinZip File

Figure 2. Client software files and folders

Unpack these filesin the Windows folder to a directory where you can modify the files
shown above and replace them with the ones tailored for your distribution.
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Task 2: Configure the Default Parameters for the

Macara Client

Bytemobile providesthe BMInstallation. ini file asone of the components of the
Macara Client software shown in Figure 2 on page 17. When your subscribersinstall
the software, values set in thisfile will be used as the default options. You must usethis
file to customize the Macara Client software for installation in your network.

For a description of these parameters, see Coordination with Macarain Appendix C.

Parameter and default value: Verify these values as follows:

Remote Beacon Port= 4201 This value must match the forward_beacon port
value set in “ Client-Server Options’ on page 9.

Remote Beacon IP= 1.2.3.4 Thisvalue must matchthebeaconip valuesetin“Task
2: Configuring the Beacon and Proxy Services’ on

page 7.

Beacon Interval= 900 Thisvalue must be lessthan thebeacon_interval set
in “Client-Server Options’ on page 9.

Note Thisvalueisin seconds. In earlier releases, it was
in milliseconds.

Task 3: Replace Macara Client Logo in logo.bmp

Bytemobile provides a copy of the 1ogo . bmp file with an image of the Bytemobile logo
for branding purposes. Thislogo appearsin all tabbed pages of the Macara Client’s
main window. You can replace this file with your own logo to rebrand the software in
the distribution package.

Specifications for the logo.bmp File
The 1logo . bmp file must adhere to the following specifications:

m Maximum dimension: 330 pixels by 75 pixels
m Maximum color depth: 8 bits (256 colors)
m Transparent color: Red=0, Green=128, Blue=128

Note Use the transparent color for background color of your logo bitmap in areas
where you want client window’s background color to appear.
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Task 4: Package the Macara Software

After you have aproper BMInstallation.ini file, you must package this with the
other Client filesfor distribution. This process differs depending on whether you intend
to distribute the software on the World Wide Web, a custom CD, or as a part of another
piece of software. See below for further details.

Web distribution

For distribution on the web, we will create a self-extracting executable file which can
be downloaded by subscribers.

1 Using Windows Explorer, create afolder to hold thesefiles. It is recommended that
you use Macara_Client_1.2.1 for folder name.

2 Copy the entire set of filesin the Windows folder, to the folder. See Figure 2 on
page 17 for alist of these files.

3 Copy the modified BMInstallation.ini file you created in “Task 1. Configuring
the Heartbeat Interval” and “ Task 2: Configuring the Beacon and Proxy Services’
into this folder. Be sure to click OK to copy over the old files.

Important Do not change these file names.

4 Copy the modified 1ogo . bmp file that you created in “ Task 3: Replace Macara
Client Logo in logo.bomp.” Be sure to click OK to copy over the old files.

5 Create a self-extracting executable of the folder using WinZip asfollows:
a InWindows Explorer, right-click on the folder and then click Add to Zip.
b Click Add on the dialog that appears.

Cc Once Winzip opens, click Action>Make .exe File.

CD distribution

For CD distribution, there is no need to create azip file. Simply create a CD with the
appropriate filesonit.
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1 In Windows Explorer, create afolder to hold thefiles.

2 Copy all filesshownin Windowsfolder in “ Task 1: Unpack the Macara Client Files’
to the folder.

3 Copy thenew BMInstallation.ini file you created in tasks 2 through 3 above, to
thisfolder. You must click OK to copy over the old files.

4 Useyour CD burning software to create a CD containing the files from this
directory.

Integration With Other Software

To integrate the Macara Client installation with a piece of third party software, you
must modify the installation of the third party software to invoke the Macara Client
installer.

Note: Thisisdifferent from the full integration of the SDK client.

1 Create a self-extracting executable as described above in the Web distribution
method.

2 Modify the third party software installer to invoke the executable and unzip the files.

3 Modify the third party software installer to invoke the Setup.exe program in the
unzipped files, to install the Macara Client software.

Task 4: Install and Test the Macara Software

See “Installing and Running the Macara Client Software” on page 21 to install the
Macara Client software and then see “ Task 3: Verifying Client Connectionin CMGR
Log File" on page 9 to test client connection.
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Installing and Running
the Macara Client
Software

Information provided in this chapter:

m Installing Software and Starting Optimization, Page 21.
m Starting Optimization, Page 24.

m Operating the Macara Client, Page 25.

m Uninstalling the Client Software, Page 33.

m Troubleshooting, Page 34.

Installing Software and Starting Optimization

System Requirements
The Macara Client software runs in the following environments.

Windows PC Environments
m Windows 95 (OSR2 only) with Internet Explorer 5.0 or higher

m Windows 98, ME

m Windows NT 4.0 (SP4, 5, 6A only)
= Windows 2000

m Windows XP
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Default Settings

When the Macara Client softwareisinstalled, it will automatically load default values
specified inthe BMInstallation.ini file and will use them to establish connection
and start optimization. See “Configuration Tasks’ on page 6.

Installing the Macara Client

Important If you are running Windows NT, 2000, and XP, you must have
administrator privilegesto install the Macara Client. Thisis not necessary for
Windows 95, 98, and ME systems. Also, be sure to close all applications before
running the setup program, asit will automatically shutdown and restart your Windows
workstation once the Macara Client isinstalled.

To install the Macara Client
1 Closeall open files and open applications. Theinstaller will automatically restart the
system upon completion of the installation process.

2 Locate and double click setup. exe to start the installer program.

Theinstaller displays a series of dialogs, beginning with the Macara Client
Installation dialog.

‘Welcome to Setup for Macara Clhent 1.3, Setup will install
Macara Client on your computer.

v W arning
'- ‘ This program is protected by copyright law and

international treaties. Unautharized reproduction ar
distribution of this program, or any portion of it may
result in severe civil and criminal penalties, and
will be prosecuted ta the maximum extent

possible under law,

© 2000-2003 Bytemohile, Inc. All rights reserved

LCancel

Figure 3. Macara Client Installation dialog

3 Click Next> to continue.
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4 When the Macara Client License Agreement dialog appears, click | Accept to
continue.

Macara Client 1.3 License Agreement

END USER LICENSE AGREEMENT j

Thiz End User Licenze Agreement(the "Agreement] iz &
legal agreement between you and Brtemobile,
Inc. ['Bytemaobile"] regarding the use of Bytemobile’s
software entited Macara Client Software, wersion 1.3,
‘ wihich may include user documentation provided in
"“online'' or electronic: farm [the "Software")
' ‘ BEFORE YOU CLICK OM THE "I AGREE" BUTTOM AT
A THE END OF THIS DOCUMENT, CAREFULLY READ
THE TERMS AND COMDITIONS OF THIS AGREEMENT
B CLICKING OM THE "ACCEPT" BUTTON, YOU ARE
CONSENTING TO BE BOUND BY AND ARE BECOMING
4 PARTY TO THIS AGREEMENT. IF YOU DO NOT
AGREE TO ALL OF THE TERMS OF THIS
AGREEMENT, CLICK THE "DOD NOT AEEEF’T"BUTTDNj

Figure 4. License agreement

Theinstallation takes a few seconds and the following dialog appears.

Setup has successfully installed Macara Client. Click Finish to
restart pour computer and complete the installation.

‘Waming: Clicking Finish will restart your computer. Flease save
your data and exit all running programs.

Figure 5. Macara Client installation message

Note When you click Finish, the Macara Client installer will automatically start
optimization after restarting the system. See “Default Settings’ on page 22.

5 Click Finish.

Once the installation is complete, the Macara Client installer will:
a Automatically restart the system

b Placethe Macaraicon on the Desktop, in the Program section of the gy,
Sart menu. '..‘

C Start optimization automatically.
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Starting Optimization

Asindicated above, the Macara Client requires no user interactions to start
optimization. It will attempt to automatically start optimization and display the status
and outcome of its efforts after restarting the system, provided:

= You have not modified the default Start optimization automatically option in the
Macara Optimization Client dialog box.

and

m A Macara OSN is available on the network connection. This can be adial-up or a
local area networking (LAN) connection.

In this process, the Macara Client performs the following tasks and displays the
outcome using the Macaraicon in the system tray.

1 Displaysared Macaraicon indicating the applicationis

running, but optimization isnot enabled and searches e Tx e
for an available networking connection )

2 Connects to the Macara OSN specified in

BMInstallation.ini and displays achanging ,""‘ ""‘ ""
(pulsing) red Macaraicon while trying to establish . ~ L
connection.

. . . Opens the Macara Client
3 Establishes connection with the Macara OSN, starts ‘ Optimization dialog

optimization, and displays a green Macara icon.
Note Thetray balloon is only available on Windows [ Ol vacrs ptmiztion e “““E‘:i

Click here far more information. ..
2000, Windows ME, and Windows XP. The
Optimization has started message will disappear in a

|Rwd @)

few seconds.
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Operating the Macara Client

Usethe Macara Client icons in the system tray menu, on desktop, and in Windows Start
menu to perform operations listed below. Necessary procedures appear in this chapter.

Using the system tray icon
m Check optimization status

m Stop or start optimization
m Open the Macara Optimization Client dialog to:

o Start or stop optimization and view optimization and connection statistics in the
General page of the dialog.

o Display the About page to view software version number and copyrights
information.

o Change personal preferences in the Options page of the dial og.
o Accessonline help.

m Exit the Macara Client application

Using the desktop and Windows Start Menu icons

Restart the Macara Client application after quitting the application using system tray’s
Exit command.

Using the Admin Tool dialog
Verify Macara Client filter and beacon settings.
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Operations Using the System Tray Icon

Checking Optimization Status
The Macaraicon in the system tray displays the latest status of the application.

Icon Color Indication

Red The application isrunning but isnot active.

.

(A

Pulsing The Macara Client istrying to contact the Macara
- OSN using the specified beacon parameters.

I‘J

Green The Macara OSN is contacted and optimization is
i enabled.

0l

Using the System Tray Icon Commands

In the system tray, point to the Macaraicon and then right-click the mouse button.
Depending on optimization status, one of the following shortcut menu appears.

Stop | Start or Stop optimization—— — Skark
Open ——— Open the Macara Client Optimization dialog Jpen
Exik —+———— Exit the Macara Client application———  Exik

Figure 6. The System tray icon shortcut menu
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To stop or start optimization:

1 Select the Macaraicon in the system tray and then right-click the mouse button to
open the shortcut menu. See Figure 6.

2 You can stop or start optimization as follows:
o In the shortcut menu, click Start to start or Stop to stop optimization.
Or,

o In the shortcut menu, click Open to display the General page of the Macara
Optimization Client dialog, and then click Stop to stop or Sart to start
optimization.

The Macaraicon in the system tray changes color as optimization status changes.

To open and view data in the Macara Optimization Client dialog
In the System tray icon’s shortcut menu, click Open.

The Macara Optimization Client dialog opensin the General page and displays the
following information in the General, Options, and About pages:

m General page, displays optimization and connection statistics in the Optimization
and Connection boxes. See Table 1.

m Options page, startup and notification options.
m About page, software version number and copyrights information.

.X_ Bytemobile Macara Dptimization Client x|

‘™ Bytemobile Macara Optimization Client x|
General | Options | About | General 0ptians | about |

- Optimization

Interface: 0.0.0.0 ¥ Run this program when ‘Windows starts

Status: Stopped _St;rtl [V Start optimization automatically
i~ Connection [¥ Naotify on failure ta start optimization

Duratior: 00:00:00

Bytes sent; 1] Restare Uzage Tips |

Bytes received: 0

{mobil dMmobi
bytekdmobile bytekdmobile
ak I Cancel | Help | Ok I Cancel | Help |

Click to Start or Stop optimization
Check, uncheck to modify options

Check to restore disabled Macara tips

Figure 7. Macara Optimization Client dialog - General and Options pages
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Table 1. Data in the General page

Name

Description

Interface

IP address of the Macara OSN server at the start of optimization services. This
I P address changes to 0.0.0.0 when optimization stops.

Status

Optimization status, displays one of the following:
-- Started

-- Stopped

-- Coordination in progress ...

-- Stopping ...

-- Service not available

Duration

tC):ounter displaying the length of time, to the nearest second, since optimization
egan.

Bytes sent

gounter displaying the cumul ative number of bytes sent since optimization
egan.

Bytes
received

tC):ounter displaying the cumulative number of bytes received since optimization
egan.

Table 2. Data in the Options page

Name Description
Run this program when Windows starts éuttomati cally runs the application when Windows
arts.
Start optimization automatically Enables connection detection to automatically start or

stop optimization at system.

Notify failure to start optimization Di;agl ays failure message in the system tray icon if
un

le'to start optimization. Enables connection
detection to automatically start or stop optimization.

Restore usage tips EET— Restores all disabled Macaratips. See Figure 8.

Macara Client Tip A Hidi ng and displaying Macara tips = Restore Usage Tips
Using the Stop button or the ray menu Stop
command to stop optimization puts the Macara Client x|
in manual mode. Optimization will remain stopped untl
you click Start or until you restart the Macara Client.
Tip dizlog restored.
™ Dot show this message again,

Figure 8. Macara Client Tip dialog and Tip dialog restored notification

Note Once data optimization is stopped, these counters display the duration
(hr.min.sec) and byte counts for the last successful optimization connection. If Start
optimization automatically is checked, Macara Client will try to restart optimization
when a network connection becomes available. Thisis not the case if you quit the
application using the Exit command.
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To exit the Macara Client application:
1 Right-click the Macaraicon in the system tray menu to display the shortcut menu.
2 In the shortcut menu, click Exit.

The following dialog appears.

Bytemobile Macara Optimiza |

@ Do wou wank to exit Macara Client?

Yes | Mo I

Figure 9. Client exit warning dialog
3 Click Yes.

The Macara Client application stops running and the Macaraicon in the system tray
menu disappears.

Note This procedure does not delete the Macara Client application. It simply stops
running the application. For thisinformation, see “ Operations Using Desktop or
Windows Start Menus.”

Operations Using Desktop or Windows Start Menus

To restart the Macara Client application:
To restart the Macara Client, do asfollows:

m Click the Macaraicon on the desktop
Or,

® In Windows Start menu, select Programs>Macar a Client>

":‘ Macara Client

The Macaraicon reappearsin the System tray icon and starts
optimization if Start optimization automatically is checked.
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Operations Using the Admin Tool Dialog

Viewing and Modifying Macara Client Beacon and Filters Settings

Beacon default parametersarefirst setinthe BMInstallation. ini file. Filters can be
setinthe BMInstallation.ini file, but it is not mandatory to do so. The application
provides the Macara Client Admin (Administration) Tool dialog to verify and modify
the beacon and filter settings using a graphical user interface.

Important If you are using Windows NT, 2000, and X P operating system, you must
have administrator level privileges on the device to access this dialog.

To view Beacon and Filter Settings:

Use the following procedure to open the Macara Client Admin tool dialog and check
these settings in the different pages of the dialog.

m Double-click the Admin tool shortcut in the Macara Client folder.

Note The default location is: C:\Program Files\Bytemobile\Macara Client.

& C:' Program Files" Bytemobile’,Mz ;lgl ﬂ
J File Edit %iew Favorites Tools Help
Mame 4 | Size | Tvpe |
e | help_files File Folder
ZKE  Shortcut
BriInstall.dil 76 KB  Application Extension
BMInstall. log ZKB Text Document
dbghelp.dil 475 KE  Application Extension
@ help.hkm 31 KB  Microsoft HTML Doc...
lago.bmp 7OKE  ACDSes BMP Image
logo.ico 3KE  ACDSes ICO Image
MaCarAaCL.dl 92 KB  Application Extension
me.ico KB ACDSee ICO Image
midurmpd.bin 41KB EBIN File
@mcgui.exe 304 KB  Application
[ﬁ mclogger, exe TEKE Application
mcri0Es. di 44 K&  Application Extension
unicows, dil 241 KB  Application Extension
4] | |
|Location: Ct\Program I|1 VI3 KB |@ My Cormputer v

Figure 10. Admin Tool shortcut in the Macara Client folder
Or,

m At the Command prompt, change to this directory, and then type:

mcgui -a
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The Macara Optimizati

on Client, displaying the Filters and Beacon tabs (Admin

Tool facilities) opensin the General page. Datain the first three pages are described
in Table 1 and Table 2 above. Datain the Filters and Beacon pages are described in

Table 3 below.
'x_ Bytemobile Macara Dptimization Clienk x| x|
Generall Upllonsl About  Fiters |Bea°°n| Gel’verall Upllonsl About | Fiters ~Beacon
" Includa & Enclude Beacon|F address:
Beacon port: |42m
Beacon interval [secondsz|: IEIEIU
Add I Edit | Remove |
./ . .
byteldmobile byte R mobile
0K | Corcel | Hep | I I

Figure 11. Admin Tool dialog Filters and Beacon pages

Table 3. Data in Filters and Beacon pages of the Admin Tool dialog

Name

Description

Include/Exclude

IP addresses, ports, and masks that are included in, or
excluded from optimization.

Beacon | P address

The |P address of the Macara OSN server that the
Macara Client beacons.

Beacon port

The port number assigned by the Macara OSN server
for the Macara Client to connect to and beacon the
server.

Beacon interval (seconds)

Thelength of time measured in seconds, between any
two succeeding heartbeat beacons.

To modify Beacon settings

1 Using the systemtray i

con, check the current optimization status and stop

optimization using procedures described on Page 27. Otherwise, the three fieldsin
the Beacon page of the dialog are not available for modification.

2 In the Beacon page of the dialog, modify beacon IP address, port number, and

interval settings.
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To modify Filters settings:
1 Repeat step one above. Otherwise, the fields in the Filters page are not available for

modification.

2 Inthe Filters page click Add.

The Edit Filter dialog of the Admin Tool opens, displaying current settings.

CETm— x =

rLocal i Local

Part: d Port: 0

Port Mask: 0.0 Part Mask: 0.0
~ Remote r~ Femot

1P Address: 0.0.0.0 |P Address: 0.000

IP Address Magk: 0.0.0.0 IP &ddress Mask: 0.0.0.0

Fort: 0 Port: 21

Part Mask: 0.0 Part Mask: 255,255

_Carcel_| _ Coreal |

Default settings Modified settings

Figure 12. Default and modified settings in Admin Tool’s Edit Filter dialog
Table 4. Data in the Edit Filters dialog

Name Description
Port: (local) The port on the device to include or exclude for optimization.
Port Mask: (local) The port mask for the device to include or exclude for optimization.

Valueisether 0.0 or 255.255.

IP Address. (remote)

The IP address on the Macara OSN server to include or exclude for
optimization.

IP Address Mask:
(remote)

The IP address mask on the Macara OSN server to include or
exclude for optimization.

Port: (remote)

The port on the Macara OSN server to include or exclude for
optimization.

Port Mask: (remote)

The port mask on the Macara OSN server to include or exclude for
optimization. Valueis either 0.0 or 255.255.

3 Typethe required local and remote port, |P address, and port mask values and then

click OK.

These values appear in the Filter page.

4 Inthe Filters page, click Add to add additional local and remote ports, | P addresses,

and port masks.
5 Click OK.

6 In the Filters page, check either Include or check Exclude as required, and then

click OK.
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Uninstalling the Client Software

To uninstall the Macara Client

1 Quit the Macara Client application as described above. See “To exit the Macara
Client application:” on page 29.

2 From Start menu, select Settings>Control Panel>Add/Remove iiﬁtartl
Programs. The following dialog is displayed.

RI=TE

Currently installed programs: Sork by:IName - l

 Macara Client Software

8l I 3
To change this program o - fram your Change Remaove

@ Macromedia Extension Manager Size 1.00MB
i MrAfee vinusscan Size 16.6ME =
-
Close |

Figure 13. Add/Remove Programs dialog

3 In Add/Remove Programs dialog, select M acara Client Software>Change/Remove.
The InstallShield Wizard, followed by the following dialog appear.

Figure 14. Macara Client Maintenance Setup dialog
4 Select Remove and then click Next >.

The Macara Client Unistallation dial og appears and prompts you close all network
applications such as e-mail, Netscape, and others.

5 Select Yes.

The Macara Client Unistallation dialog prompts you to restart your system.
6 Select Finish.

Your system will automatically restart and the Macara Client software is removed.
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Troubleshooting

Symptom: Unable to activate Optimization

Recommended actions:
m Verify the device is connected to the network where the specified Macara OSN
resides.

m Verify the beacon parameters on the beacon page of the Admin tool.

Symptom: Unable to remove the Macara Client Using

Windows Control Panel

You tried to uninstall the client software using Star t>Settings>Control
Panel>Add>Remove Programs and the Client software is not removed. Under
normal operation, this should never happen. In fact it can only happen if something
very unusual has happen to the device. For example, if the Windows system registry
becomes corrupt, the Macara Client (and many other programs) may fail to uninstall
properly. If you find yourself in such a situation, you can remove Macara Client
manually using the following process.

Warning Perform these instructions exactly as stated. Otherwise, you can damage your
system's network operations.

Note: Depending on the extent of progress the uninstaller made before it encountered
the error, some of the steps listed below may not apply to your device.
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Recommended actions:

1 Exit the Macara Client application. See “To exit the Macara Client application:” on
page 29.

2 Locate and delete the entire contents of the Macara Client program folder from the
system.

Note Unless you installed the application in a specific directory, the default location
iS: Program Files\Bytemobile\Macara Client Or
Program Files\Bytemobile\Macara Client Software

3 Usethe following path to locate and delete the installer folder labeled {74AC9178-
8328-11D5-A9D4-00B0D02DBBB4}.

In Windows Explorer, select [Drive] >Program Files>InstallShield Installation
Infor mation>{74AC9178-8328-11D5-A9D4-00B0D02DBBB4}

4 Delete the Macara Client shortcut from the desktop as follows:
a Select to the Macara Client icon.

b Right click the mouse.

C Select Delete from the drop-down menu.

5 Deélete the Start menu folder as shown below.

a Click Start>Programs>M acar a Client Software, or Macara Client,
depending on the software version that you are using.

iﬂStart| BE Macara Client Software

(g LeschFTP

b Right click the mouse.

C Select Delete from the drop-down menu.
Open
Explore

Delete

Rename

Sork by Mame
Properties

d When the following warning dialog appears, click Yes.
warning £

@ Modifying this Folder will affect all users who log on ko this computer, Do you want to continue?

fes Mo |

Figure 15. Deleting the Macara client software
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6 Delete Bytemobile keysin the Registry entries as follows:
a Click Start>Run to open the Run dialog.
Ron 2| x|

@ Type the name of a program, Folder, document, or

Inkernek resource, and Windows will open it For you,

Opern: I reqgedit| j

04 I Cancel | Browse. ., |

Figure 16. Opening the Registry Editor from the Run dialog

b Inthe Run dialog, typeregedit and then click OK to open the Registry Editor.

& Registry Editor =10 x|
Registry  Edit  VWiew Favorites Help
{1 HKEY_CURRENT USER. ] [ Hame | Tvpe | Data -
‘ (0 HKEY_LOCAL_MACHINE | (DeFauIt) REG_SZ {walue nok set)
- HARDWARE [&¥Beacon Ikerval  REG_DWORD 0x000dbbal (30001
- 5AmM B¥lEeacon Tmeout  REG_DWORD 0x0000001e (30)
| I:—]g :giﬁg:E | CDmpress OnLAM  REG_DWORD 000000000 (1)
5] ACD Systems Compressiun Mode REG_DWORD 0x00000002 (2)
-] Adaptec DiaIUannnectiun REG_5Z Brytermobile
w3 Adobe Includell'Echude REG_5Z
- Aladdin Systems Includep’Echude C... REG_DWORD 0x00000000 {0}
523 Analog Devices Includep’Echude ... REG_DWORD 0x00000000 {0)
417 Bradbury Installation Folder  REG_5Z ct\Program FilesiBy
: [ab]Local Lan TP REG_52
{:| Macara Client 5o Remu:ute Eeacon IP REG_5Z 1.2.3.4 —
4] Canon Remu:nte Beacon Port REG_DWORD 000001069 (4201
{1 Classes - Shl:nw Systray Icon  REG_DWORD 0x00000001 (13
l | LI_I QT _ . _'I_I

|M';-' Computer|HKEY _LOCAL_MACHINESOFTWARE!Bvtemobile i

Figure 17. The Registry Editor

C Inthe Registry Editor, use the following paths to locate and edit Bytemobile and
Macara Client keys.

-HKEY_LOCAL_MACHINE>Software>Bytemobile. Delete all values and
the key Macara Client Software. Do NOT delete any other keys under this
key.

-HKEY_LOCAL_MACHINE>Microsoft>Windows>CurrentVersion>
Run>Macara Client. Delete Macara Client only.
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7 INnHKEY_LOCAL_MACHINE, delete the installer registry entries key labeled
{74AC9178-8328-11D5-A9D4-00BOD02DBBB4}, as shown below.

HKEY_LOCAL_MACHINE>Microsoft>Windows>CurrentVersion>
Uninstall>{74AC9178-8328-11D5-A9D4-00B0D02DBBB4}

& Registry Editor O] x|
Registry  Edit  ‘iew Favorites Help
| =3 Uninstall ‘ 2| | name | Type
1 {00010405-78€ 1 -1102-BE0F-006007CISET} @] Defaul) REG. 52
D 403036091-0642-1 104-9906-001 046793062 DisplavName REG 57
(] §2318C251-4965-11d4-9818-009027 ASCO4F LDgFiIe REG_SZ
D 441915CC3-B028-43C3-9C94- 1 A7543DEFSE2} UninstaIIString REG_SZ
{7 {4CCAEDET-7570-4095-9A30-FEB955445962 ¢ =
D J609F7ACE-C510-11D4-A735-009027 ABASDO} —
D J63CETAZ0-B423-46F 1-ATE4-FSEBEEE4T40E}
- GF71608C-395F-1103-55E1-0050045858609
[- 110 T a | ]

Figure 18. Removing Registry entries

8 InHKEY_LOCAL_MACHINE, locate Protocol_Catalog9 to remove and update
applicable WinSock catalog registry entries using the following path:

HKEY_LOCAL_MACHINE>System>CurrentControl Set>Ser vices>
WinSock2>Par ameter s>Protocol _Catalog9

& Registry Editor =gl =l
Registry Edit Wiew Favorites Help
- winsock 2] | Mame Type | Data
E{:' WWinsockz (DeFauIt) REG_SZ [value nok set)
=0 Parameters [B¥]next_Catalog_Entry 1D REG_DWORD 0x00000489 (1161)
-] MameSpace_CatalogS B¥lnum_Catalog_Ertries  REG_DWORD 0x0000000e (14)
SRserotocol Catalogd B8] 5erial_Access_hum REG_DMIORD 0x00000136 (310)

=[] Catalog_Entries
-3 Uuuuuuuuuum\\
--{Z7] 000000000002
--{Z] 000000000003
--{Z7] 000000000004
--{_]] 000000000005
--{Z] 000000000006
{17 000000000007 —P» Keys must be in sequence
--{_]] 000000000003

--{_1] 000000000003
g 000000000010 These values must be the same

--{Z] 000000000011
-7 000000000012
--{Z7] 000000000013 ;-J’
{23 0oooo0o00014 =] |
e _'l_I . | i3

Figure 19. Contents of the Catalog_Entries folder
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Using Figure 19 and Figure 20 as guides, locate and delete sub-keys under the
Catalog_Entries key that contain a path to bmi_Isp.dll and then modify the
remaining key names (sequence #s) and data to reflect these changes. Necessary
steps are described below.

Warning Perform these instructions exactly as stated. Otherwise, you can damage
your system'’s network operations.

a Tolocate entries that contain a path to bmi_Isp.dll, double-click on each key in
Catalog_Entries, for example, 000000000001.

PackedCatal ogltem appears. See Figure 15 below.
b Next, double-click PackedCatalogl tem.
The Edit Binary Value dialog appears as shown in Figure 15.
il

£ Registry Editor 10l =|
Registry  Edit  Wiew Favorites  Help
D_ WinSockz Tvpe | Data
ED Parameters REG_SZ (value not set)
B[] MameSpace_Catalogs REG_BINARY 62 6d 69 5F 6c 73 70 2 64 60 6 00 56 73 79 73 7465 .
ED Protocol_Catalog?
423 000000000001
1 OO000000000Z elle e
(£ 000000000003 |PackedCatalogitem
-] 000000000004 _
(2] 000000000005 e dtE
0000 43 3& 5C 57 49 4E 4E 54| C:~WINNT |«
8 ggggggggggg? 0008 5C 53 79 73 74 65 6D 33| “Systen3 :I
0010 32 5C 62 6D 9 EF 6C 73| 2~bmi_ls
--{Z] 000000000008 0018 70 2E 64 6C 6C 00 &C 00| p.dll 1.
{1 000000000002 0020 00 00 00 00 00 00 00 0O ........
{27 000000000010 0028 00 00 00 00 OO0 00 00 00— -
0030 00 00 00 00 00 00 00 0O ........
- 00000000011 0038 00 00 00 00 00 00 00 00
{1 000000000012 0040 00 00 00 00 00 00 00 00
- 000000000013 0048 00 00 00 0O OO 00 00 0O .. .
{7 000000000014 0050 00 00 00 00 00 00 00 0O ........
Swewoes || e mammanmen
--{Z] 000000000016 Anen  nn onn Ao onan o nan nnonnoan =l
R -] 000000000017 = ,TI Cancel |
[« Dl L I

Figure 20. Folders containing bmi_Isp.dll
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Important Since the 000000000001 key under Catalog_Entries contains a
bmi_Isp.dil entry, it must be removed.

C Right-click the mouse button and select Delete from the drop-down menu to
delete 000000000001.

d Continue checking 000000000002 through 0000000000N and delete all those
containing abmi_lsp.dil entry.

e InCatalog Entriesfolder (see Figure 20), rename the keysin ascending order
as described below.

f  Point to the key that you want to rename, right-click the mouse button, select
Rename from the list of options and type the new name (sequence #).

For example, if you deleted keys 000000000001, 000000000003, 000000000010,
and 000000000020, then key 000000000002 is renamed to 00000000000, key
000000000004 becomes 000000000003, until the last key, 000000000019
becomes 000000000016 since you deleted four (4) of the twenty (20) keys.

g Under the Protocol_Catalog9 key, select the value Num_Catalog_Entries and
then right-click the mouse button. In the drop-down menu, select M odify.

The Edit DWORD Value dialog appears.
21 ]

Walue narne:

INum_Eata\ng_Enmes

Value data: Base

IE &' Hexadecimal

" Decimal

Cancel

Figure 21. Edit DWORD Value dialog

h In Edit DWORD Value dialog, select the Decimal option.
i Typethe new valuein the Value data: field and then click OK.
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9 Restart your system.
10 Remove the System files as described below:

Under the system folder, locate and remove files labeled bmi_Isp.dll and

bmzlib.dll. Depending on your operating system, you can find the System folder in
the following locations:

o Windows 95/98/M e: Windows\System
o Windows NT/2000: WINNT\System32
o Windows XP; Windows\System3
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CLIENT-SERVER FTP CONFIGURATION

Note This configuration is only necessary if firewall exists between the Macara Client
and Macara OSN.

Most firewalls implement FTP rules by peering into the data layer of the FTP packet
coming from the client and looking for the PORT command, which specifiesthe port to
which the server connects on the reverse connection. The firewall then “punches a
temporary hole” from the server to the client on only that port. Because the Macara
Client compresses the FTP data layer, the PORT command isin a compressed format
that the firewall cannot read. Thus, Port 21 data must be excluded from optimization on
both the Macara Client and Macara OSN if FTP call setup isto be successful. (The
subsequent data transfer on Port 20 is not affected by the firewall.) Configuring the
Macara Client and Macara OSN for FTP requires adding arule on both the Macara
Client and Macara OSN to exclude all Port 21 packets from optimization.

To exclude port 21 from optimization on the Macara OSN:
1 Sincethe Client Manager (cmgr) ruleis recommended to be last in therulelist, use
the -b option to place the new port 21 rule before the last rule.

# opt/bmi/bin/bmrule -a --dport 21 -b 10

Subscriber classification ID is 10, entry ID is 10.

Note Place asingle dash before the -a option, a double dash before the - -dport
option.

2 Confirm the rule addition, using the bmrulelist command

# opt/bmi/bin/bmrulelist

ID SRC IP/(M) DEST IP/ (M) DP/M SP/M DEV/M SERVICE REG

1 -7

8 0.0.0.0 0.0.0.0 80 0 0 web_1 yes
(0.0.0.0 ) (0.0.0.0 ) (255.255) ( 0.0) ( 0.0)

10 0.0.0.0 0.0.0.0 21 0 0 yes
(0.0.0.0 ) (0.0.0.0 ) (255.255) ( 0.0) ( 0.0)

9 0.0.0.0 1.2.3.4 4201 0 0 cmgr yes
(0.0.0.0 ) (255.255.255.255 ) (255.255) (0.0 ( 0.0)
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To exclude Port 21 from the Client:
1 Using the system tray icon’s shortcut menu, stop optimization.
2 Open the Admin Tool dialog. See “To view Beacon and Filter Settings:” on page 30.
3 Inthe Filters page of thisdialog, click Add to add the following filters:
The following dialog opens.
Editrer x|

rLocal

Fart: i
Port Mask: 0.0

~Rema
IP Address: 0.0.00
IP &ddress Mask;  [0.0.0.0

Part: 0
Port Mask: 0.0
ot |

Figure 22. Adding Filters rule
4 Add the following filters and then click OK.
o Local: [:0/:255.255]
o Remote: [0.0.0.0:21/0.0.0.0:255.255]
The Filters page will reappear, displaying the added rules.
x

Eenerall Dpt\nnsl About  Filters |Beacnn|

= Include % Exclude
L[:0/0.0] R[0.0.0.0:21/0.0.0.0:255.255]

fdd Edl | Pemove |
byte k4 mobile
0K | Cancel I Help |

Figure 23. Excluding port 21 for FTP configuration
5 Inthe Filters page, select Exclude and then click OK to exit the Admin Tool.
6 Restart the Macara Client to implement modifications.
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FILES AND PARAMETERS

Client-Manager Configuration File Parameters

he following table listsal Client Manager configuration file parameters a phabetically.
Thisfileislocated at /opt /bmi/etc/cmgr/cmgr. conf.

Parameter

Function

beacon_ interval

error log

info log

pid file

service name

TO_broadcast

wireless mask

wireless network

Specifies how long, once abeacon is received, the Client
Manager retainsits client state information in the database.

Specifies the file path of the Client Manager’s error log.

Specifies the file path of the Client Manager’s informational
log.
Specifies the path to the file in which process I Ds are stored.

Specifies the unique name of the Client Manager for the
service control framework.

Specifies the time in seconds between heartbeat broadcasts to
other Macara OSNsin acluster (whenmacara_dist is
enabled).

Thisfield, dong with wireless network, definesthe
range of |P addresses that wireless clients may occupy.

Thisfield, dong with wireless mask, defines the range of
IP addresses that wireless clients may occupy.
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BMiInstallation.ini File Parameters and Default Values
You can customize the software by modifying the parametersin thisfile.

Parameter

Target Directory

Remote Beacon Port

Remote Beacon IP

Beacon Interval

Beacon Timeout

Include/Exclude

Include/Exclude
Count

Include/Exclude
Option=

Description

Default directory created on the client for the Macara Client software
components.

Default Program Files\Bytemobile\Macara Client

Required for coordination between the Macara Client and Macara
OSN. See Chapter 3, “Preparing the Macara Client Software.”
Default 4201

Required for coordination between the Macara Client and Macara
OSN: See Chapter 3, “Preparing the Macara Client Software.”
Default 1.2.3.4

Required for coordination between the Macara Client and Macara
OSN: See Chapter 3, “Preparing the Macara Client Software.”
Default 900

For internal use only.
Default 7

List of local / remote |P address pairs to I nclude/Exclude for
optimization. Pairs should be represented as shown below.

Local Ports:

<local IP>:<local port>/<local ip mask>:<local port
mask 1>.<local port mask 2>

Remote Ports:

<remote IP>:<remote port>/<remote ip masks>:
<remote port mask 1>.<remote port mask 2>

Separate pairs using a semicolon.

Default none

Number of paris specified in the “Include/Exclude’ parameter
specified above.

Default 0

Setting this parameter to a“0” will include only TCP connections
matching one of the above rules for optimization. Setting this

parameter to a“1” will include all TCP connections for optimization
except those matching one of the above specified rules.

Default 0
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GLOSSARY

This glossary defines terms and acronyms used in the Bytemobile, Inc., user
documentation. If a definition includes aterm in italics, the italicized termis aso

defined in the glossary.

2.5G

2G

3G

Application service

ASP

BS
BSC

BTCP

BTS

Bytemobile Network
Services Control Center

Bytemobile Service
Control Framework

Designates “ second-and-a-half-generation” mobile phone
networks using GPRS over a GSM network.

Designates “second-generation” mobile phone networks using
GSM technology.

Designates “third-generation” mobile phone networks using
UMTStechnology.

A program that accepts and processes packets on one or more
predefined sockets. See also Kernel service.

Applications Service Provider. An ASP serves applicationsto the
user device over the Internet, eliminating the need to install the
applications on the device.

Base Station for wireless connection. It is composed of the
controller (BSC) and the transceiver (BTS).

Base Station Controller. The intelligent controller of the radio
equipment in the Base Station (BS).

Bytemobile Transmission Control Protocol Stack. A set of
mechanisms that transparently address the mismatch between
TCP and wireless network characteristics, viarate control, error
recovery, congestion control, and host-level optimization.

Base Transceiver System. Thisistheradio portion of a Base
Station (BS).

The graphical user interface used to administer the Bytemobile
platform.

The Bytemobile Service Control Framework supports services,
subscribers, profiles, logs, and statistics, and also provides APIs
for both kernel and application-level services. The Service
Control Framework is accessed by either agraphical user
interface or acommand-line interface.
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Bytemobile Service
Control Module

CDMA

CDPD

Classification algorithm

Control service

Data service

ETSI
FTP

GGSN

GPRS

GSM

GUI
HTTP

HTTPS

The Service Control Module is the implementation of the
Bytemobile Service Control Framework. The GUI interface and
the command-line utilities pass commands and data to the
Service Control Module.

Code Division Multiple Access. One of several standardsusedin
the U.S. by 2G mobile phone networks. CDMA provides digital
voice and low-speed (~14.4Kbps) data services. See also GSM
and TDMA.

Cellular Digital Packet Data. A U.S. standard for transmitting
and receiving digital data on 2G wireless networks.

A means of sorting incoming packets to ensure that the packets
are handled according to the subscriber profile.

A kernel service that controls the way packets are handled, e.g.,
CPU and link QoS, and security (authentication, authorization,
VPN, etc.).

An application service that may modify the content of a packet
or serve application-level requests, e.g., web caching, application
proxy, optimization.

The European Telecommunications Standards Institute.

File Transfer Protocol. The IETF standard protocol for reliable
host-to-host file transfers.

The Cisco Gateway GPRS Support Node offers European
Telecommunications Standards Institute (ETSI) GPRS features
and value-added routing functionality on a single Cisco router
platform.

Genera Packet Radio Service. A technology standard for
providing data connections at up to 128K bps on a GSM-based
wireless network.

Global System for Mohile communications. One of severa
standards used by 2G mobile phone networks. GSM provides
digital voice and low-speed (~16Kbps) data services. GSM is
used by several wireless carriersin the U.S., and by most
wireless carriersin Europe and Asia. See also CDMA and
TDMA.

Graphical User Interface.

HyperText Transfer Protocol. The IETF standard protocol for
transfer of hypertext objects such as web pages.

Secure HyperText Transfer Protocol (SSHTTP). An extension to
HTTP that uses encryption and digital signatures to provide
security in each transaction.
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ICMP

ICP

IETF

IMAP

Internet object cache

IPsec

ISP

Kernel service

L2F

L2TP

LAN

Management service

Internet Control Message Protocol. The IETF standard protocol
used to report errors encountered in processing packets, and to
perform other internet-layer functions such as diagnostics.

Internet Caching Protocol. The IETF standard protocol that
enables communication among a hierarchical mesh of proxy
caches.

Internet Engineering Task Force. The organization responsible
for Internet standards. See www.ietf.org for more information
about the IETF and Internet standards.

Internet Message Access Protocol (currently Version 4). A
client-server protocol in which email isreceived and held by
your Internet server, allowing for the administrator to manipulate
and create folders on the server.

A store of frequently-requested Internet objectsin alocation
closer to the requester than the sources of the objects, thus
reducing both the time required to fetch the objects and the
traffic generated by fetching the objects across the Internet.

Internet Protocol. The |IETF standard IP protocol isthe network-
layer protocol in the TCP/IP protocol stack.

A set of IETF encryption and authentication standards (part of
IPv6) that enable compliant virtual networking products to share
public keys and encryption algorithms.

Internet Service Provider. A provider of Internet access and other
Internet-based services to end users.

A sequence of operations and associated data structures that are
invoked on a packet at a predefined service insertion point along
the packet-processing path. See also Application service.

Layer Two Forwarding. Cisco’s protocol for forwarding the
authentication and authorization process from an Internet service
provider to a server elsewhere on the Internet, such asa
corporate central office’s server.

Layer Two Tunneling Protocol is an IETF standard that
combines aspects of Microsoft’s Point-to-Point Tunneling
protocol and Cisco’'s Layer Two Forwarding (L2F) protocol.

Local AreaNetwork. A short-distance network of client and
server computers within a building or campus.

A kernel service or application service that performs system-
specific, subscriber-specific, or network-specific functions such
as logging, performance and network monitoring, and network
management.
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MAPI

MIB

MIME

MP3

MPEG

NAT

NEBS

NIC

PDSN

POP3

POSIX

Messaging Application Programming Interface. An interface
developed by Microsoft that provides messaging functions
including addressing, sending, receiving, and storing messages.

Management Information Base. Defines the objects that can be
managed by SNMP.

Multi-purpose Internet Mail Extensions. The standard for
multimedia mail, graphics, and sound contents in the Internet
suite of protocols. Browsers identify, decode, and launch
applications based on registered MIME types by categories and
file type extensions, separated by a slash (such asimage/gif).

MPEG-1 audio layer 3 is used for transmitting digital music and
other sound files over the Internet for playback on PCs, handheld
devices, or MP3 players.

Motion Picture Experts Group. A widespread compressed file
format used for downloading or streaming sound and moviefiles
across the Internet.

Network Address Translation. The |ETF standard protocol used
when a network’s internal |P addresses cannot be used outside
the network either because they are invalid for use outside, or
because the internal addressing must be kept private from the
external network. NAT alows hosts in a private network to
transparently communicate with hosts on an external network
and vice versa.

Network Equipment Building System. A standard promul gated
by Bellcore for tel co-compatible network equipment.

Network Interface Card. An adapter card placed in acomputer to
make a physical connection to a network.

Packet Data Serving Node. In a CDMA-based wirel ess network,
aPDSN performs a traffic aggregation function similar to a
circuit switch. The PDSN uses AAA (Authentication,
Authorization, and Accounting) servers for authentication and
traffic management, then forwards traffic to a gateway router at
the target |P network.

Post Office Protocol 3. A client-server protocol in which email is
received and held for you by your Internet server, alowing the
user to retrieve email from aremote server over an Internet
connection.

Portable Operating Systems Interface. POSIX is also known as
|EEE standard 1003.1. It is yet another flavor of UNIX. Linux
systems are POSIX compliant. The pthreads library isa set of C
callsthat provides a mechanism for writing multithreaded code.
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QoS

RADIUS

Service insertion point

Service profile

Service registration

Service statistics

SMIv2

SMTP

SNMP

SSL

Subscriber

Subscriber profile

Subscriber registration

TACACS+

Quality of Service. The capability of anetwork to provide better
service to selected network traffic, e.g., dedicated bandwidth,
controlled jitter and latency (required by some real-time and
interactive traffic), and improved loss characteristics.

Remote Authentication Dial-In User Service. A standard for
authenticating the identity of remote dial-in users (see
TACACSt).

The point in the packet-processing path at which akernel service
handles a packet. The Bytemobile Service Control Framework
supports 32 insertion points.

A specification that determines the range of capabilities of a
service.

The process of adding a service to the Service Control
Framework.

Management tool for displaying statistics for a service.

Structure of Management Information version 2 defines the
mechanisms used for describing and naming objects for the
purpose of management. A subset of these objectsisaMIB.

Simple Mail Transfer Protocol. The standard protocol used for
Internet email messages.

Simple Network Management Protocol. The IETF standard
protocol used by network management stations to monitor and
control network elements such as hosts, gateways, or servers. A
network management station communicates with an SNMP
agent running on each network element that is part of the
managed network.

Secure Sockets Layer is atransport-layer technology, developed
by Netscape, that allows secure transactions among compliant
browsers and servers—typically Web servers.

The end user of the Bytemobile services, typically aperson using
alaptop or handheld device with awireless modem or amobile
phone.

A specification of the subscriber’s preferences among the
profiles offered by servicesto which the subscriber is entitled.

The process of adding a subscriber to the Service Control
Framework.

Terminal Access Controller Access Control System Plus. A
Cisco standard for authenticating transmissions between servers
and databases.
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TCP

TDMA

Transport accelerator

ubpr

URL

UMTS

VLAN

VPN

WAP

WCDMA

Transmission Control Protocol. The IETF standard transport-
layer protocol used for reliable, packet-sequenced host-to-host
communication.

Time Division Multiple Access. One of several standardsused in
the U.S. by 2G mobile phone networks. TDMA provides digital
voice and low-speed (~8Kbps) data services. See dlso CDMA
and GSM.

The service that accel erates the delivery of TCP packets to and
from subscribers. The transport accelerator is one of the default
kernel services running on the Bytemobile platform.

User Datagram Protocol. The |ETF standard transport-layer
protocol used for simple, transaction-oriented, host-to-host
communication. Delivery is not guaranteed.

Universal Resource Locator. An Internet address specifying the
protocol, server name, and even the file name to be downloaded.

Universal Mobile Telephone System. The generic designation
for 3G mobile phone services.

Virtual Local Area Network. A LAN logical broadcast domain
segment, created through bridging (switching) software.

Virtual Private Network. A means of providing private
communications over a public network such as the Internet by
setting up a secure tunnel between two end-points.

Wireless Application Protocol. A protocol stack that provides
access to the Internet from wireless devices such as mobile
phones, pagers, and PDAs. Currently, only available on CDMA
networks.

Wideband CDMA. An emerging standard for 3G mobile phones.
Currently being tested in Japan, WCDMA can provide data
connections at up to 384K bps.
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